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Symbols
#exec directive, 184
#include directive, 184
%A format effector, 61
%a format effector, 51
%h format effector, 50
%htdigest command, 119–120
%htpasswd command, 117
%{UNIQUE_ID}e format effector, 51
-signkey argument, 159
_default_ keyword, 74
<Directory> container, 86–87
<DirectoryMatch> directive, 238
<Files> container, 123
<FilesMatch> container, 192
<LimitExcept> container, 149
<Perl> configuration directive, 88
<VirtualHost> container, 70
[H] flag, 96
[N] flag, 96
[R] flag, 100
[T] flag, 96

A
ab, benchmarking and, 217–218
address-based virtual hosts, 73
addresses, displaying same content on multiple,

80–81
aliases, 83

URLs, several with one directive, 89
AliasMatch, 105
Andrews, Bryan, 14
Apache

building from sources, 13

restarting, 16–17
starting, 16–17

at boot, 22
stopping, 16–17
uninstalling, 17–18
versions, 20

apachectl script, 16–17
ApacheToolbox, installation with, 14–15
arguments, turning document names into, 102
authentication

digest authentication
password files and, 119–120
versus basic, 129

migrating to 2.2, 147–148
passwords, obtaining, 127
proxy servers, 210
SSL, certificates, 163
strong, requiring, 116–117
system account information and, 109–110
usernames, accessing, 126
weak, requiring, 116–117

B
benchmarking, ab and, 217–218
boot, starting Apache at, 22
browser, software name, logging, 62
brute-force password attacks, preventing, 128
building Apache from sources, 13

C
caching proxy servers, configuring, 208–209
CAs (Certificate Authorities), trusted,

generating, 160–161
case-insensitive URLs, 93
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CGI
form parameters, reading, 176–178
invoking for certain content types, 178–

179
parsing output, SSIs and, 190–191
program output, 183–184
testing setup, 173–175

CGI arguments, rewriting path information,
96

CGI directories
creating for each user, 90–91
default documents, specifying, 169–170
enabling, 167

CGI programs
launching, Windows file extensions, 171
mod_perl and, 233–234

CGI scripts
enabling, non-ScriptAliased directories,

168–169
extensions, 172
response status, 196–197
running as different user, suexec and, 184–

186
chroot, mod_security and, 146–147
clients, proxied, logging IP addresses, 50–51
config.nice, 21
configure script, options, 23–24
content negotiation, disabling, 225–226
Content-Type headers, 259
cookies, logging, 51–53
CPAN, installing mod_perl handler, 186–187
credentials, accessing, embedded in URLs,

130

D
databases

MySQL, logging activity, 64–65
virtual hosts, 81

date, last modified, 182
Debian, packages, installation from, 3–4
digest authentication

password files and, 119–120
versus basic, 129

directives, placement of, 253–255
directories

aliases in, 252
caching, 232
CGI

creating for each user, 90

enabling, 167
client-specified formatting, 244–245
client-specified sort order, 242
column suppression, 250–251
document titles, autogenerated, 245–246
end-user modification, 250
files

descriptions, 245
searching for, 241
version number, 248
version number sorting, 248

folders at top, 247
formatting, 244
generating, 237–238, 256
headers/footers, 239
hiding items, 240
icons, 246–247
password-protected files, 251
rewriting hostnames to, 104
sorting, 242
subdirectories, relaxing security in, 120–

122
turning into hostnames, 101
URLs

mapping, 83–85
mapping to same CGI directory, 89–90

user control of output, 249
DNS lookups, avoiding, 221–222
documents

CGI directories, specifying, 169–170
default, alternate, 260
error documents, multiple languages, 198–

199
footers, 182–183
headers, 182–183
names, turning into arguments, 102
titles, autogenerated, 245–246

DoS attacks, mod_evasive and, 145
downloads

ApacheToolbox, 14
sources, 11–12

dynamic content, caching, 235

E
error documents, multiple languages, 198–199
error handling

CGI scripts, response status, 196–197
displaying error page, Internet Explorer and,

200
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error messages, customized, 197
host fields, missing, 195–196
notification on error conditions, 201
redirecting, invalid URLs, 199–200

error log, details, 47–49
error messages, customized, 197
expiring passwords, 111–112

F
favicon, default, 261
files

descriptions, 245
frequently viewed, caching, 229
location, 25
outside Web root, restricting access, 141–

142
ownership, authorizing, 124
permissions, setting, 136–139
servers, malicious scripts and, 136
version number listing, 248
wrappers, 134–135

filters, proxied content, 209–210
folders, listings, generating, 237–238, 256
frequently viewed files, caching, 229
FTP, refusing to proxy, 212

H
host fields, missing, 195–196
Host: header field, 259–260
hostnames

logging, 56–57
rewriting to directory, 104
turning directories into, 101

.htaccess files, 223–225
enabling, 262
renaming, 255

.htpasswd files, 117–119
HTTP, status codes, 45

I
icons, directory listings, 246–247
images, restricting off-site use, 115
installation

ApacheToolbox and, 14–15
from Debian packages, 3–4
modules, third-party, 28
mod_dav

Unix, 28–30

Windows, 31–33
mod_perl, Unix, 33–34
mod_php

Unix, 35
Windows, 36–37

mod_security, 39–40
mod_ssl, 37–38
from Red Hat Linux packages, 2–3
SSL, 153–155

on Windows, 155
on Windows, 4–10

Internet Explorer, displaying error page, 200
IP addresses

logging, proxied clients, 50–51
servers, logging, 60–61

K
KeepAlive settings, 218–219

L
last modified date, 182
links, symbolic, avoiding, 222–223
load balancing

distributing evenly between servers, 231–
232

mod_proxy_balancer and, 211–212
logfiles

splitting, 79
logs

arbitrary request header fields, 63
arbitrary response header fields, 63–64
browser software name, 62
cookies, 51–53
entries, details, 46–47
error, details, 47–49
errors, virtual hosts, multiple files, 59–60
hostnames, 56–57
image requests, local pages, 53–54
logfiles, rotating at specific times, 54–55
MAC addresses, 51
MySQL database activity, 64–65
POST contents, 49
proxied clients, IP addresses, 50–51
proxy requests, 58–59
referring page, 61–62
rotating, 55
server IP addresses, 60–61
split-logfile, 57

Index | 281



to syslog, 65–66
user directories, 67
virtual hosts, 78–79

separate logs, 57–58

M
MAC, addresses, logging, 51
mapping, URLs, to directories, 83–85
memory, determining need, 215–216
methods, limiting, 142
module sets, running minimal, 139–141
modules

locating, modules.apache.org, 38–39
third-party, 28
troubleshooting, 40

modules.apache.org, 38–39
mod_dav

Unix, 28–30
Windows, 31–33

mod_evasive, DoS attacks and, 145
mod_perl

CGI programs and, 233–234
handler

installing from CPAN, 186–187
writing, 187–188

Perl scripts and, 192
proxying content to another server, 207–

208
Unix, 33–34

mod_php
Unix, 35
Windows, 36–37

mod_proxy_balancer, load balancing and,
211–212

mod_rewrite, 77–78
mod_security

chroot and, 146–147
worms and, 148

mod_ssl, 37–38
mod_vhost_alias, 75–77
MySQL

database, logging activity, 64–65
user credentials, 124–126

N
name-based virtual hosts

default, 72
setup, 70–72

netware MPM, 229

O
off-site use of images, restricting, 115
ownerhips of files, authorizing, 124

P
packages

Debian, installation from, 3–4
Red Hat Linux, installation from, 2–3

passwords
brute-force attacks, preventing, 128
digest authentication and, 119–120
expiring, 111–112
.htpasswd files, 117–119
obtaining, 127
single-use, 110–111

Perl
CGI programs, mod_perl and, 233–234
scripts, mod_perl and, 192

permissions, setting, 136–139
PHP

installation, verifying, 189–190
script handling, enabling, 189
source, highlighted without symlinking, 94–

95
port-based virtual hosts, 79–80
POST, contents, logging, 49
process creation, optimizing, 227
proxies

clients, logging IP addresses, 50–51
filtering proxied content, 209–210
FTP, refusing to proxy, 212
mod_perl content to another server, 207–

208
mod_proxy_balancer, load balancing and,

211–212
requests, logging, 58–59
server

blocking requests to certain places, 207
caching, configuring, 208–209
preventing use as open mail relay, 205
securing, 203–204

servers, authentication, 210
URL access, restricting, 132–134
virtual hosts and, 212

Python, enabling script handling, 193
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Q
query arguments, turning URL segments into,

104
query strings, rewriting based on, 99

R
range requests, restricting, 143–144
read-only access, Subversion repository and,

149–150
Red Hat Linux, packages, installation from, 2–

3
redirecting, 83

permanent, forbidden URLs and, 150–151
requests to single host, 102
to SSL, 100
unreferred requests to explanation page, 98
URLs

to another location, 91–93
to same destination, 93

RedirectMatch, 105
regular expressions, 265–266

misspellings, catching, 269
pitfalls, 267
POSIX classes, 268
predefined, 267
redirecting URLs, 269
vocabulary, 266

request header, arbitrary fields, logging, 63
requests

redirecting to single host, 102
unreferred

denying access to, 97
redirecting to explanation page, 98

response header, arbitrary fields, logging, 63–
64

restarting Apache, 16–17
rewriting, 83

based on query string, 99
hostnames to directories, 104
path information to CGI arguments, 96
URL elements between path and query

string, 103

S
ScriptAlias

indexing, 261
output, parsing for SSIs, 191

ScriptAliasMatch, 105

security, 107–108
authentication, 108

digest authentication, 129
migrating to 2.2, 147–148
proxy servers, 210
requiring weak and strong, 116–117
system account information and, 109–

110
username access, 126

authorization, 108
credentials embedded in URLs, 130
DoS attacks, mod_evasive and, 145
file ownership, authorizing, 124
file permissions, setting, 136–139
files, outside Web root, restricting access,

141–142
lifting restrictions selectively, 122–123
methods, limiting, 142
module sets, running minimal, 139–141
mod_security, chroot and, 146–147
passwords

expiring, 111–112
.htpasswd files, 117–119
obtaining, 127
preventing brute-force attacks, 128
single-use, 110–111

range requests, restricting, 143–144
relaxing in subdirectories, 120–122
server files, protecting, 136
user credentials, MySQL databases, 124–

126
WebDAV, 130–131
worms, mod_security and, 148
wrappers, 134–135

self-signed SSL certificates, 155–159
server-status handler, 219–220
servers

files, malicious scripts and, 136
IP addresses, logging, 60–61
load, evenly distributing, 231–232
proxy

authentication, 210
blocking requests to certain places, 207
caching, configuring, 208–209
preventing use as open mail relay, 205
securing, 203–204

requests, forwarding to another server, 205–
210

SetEnv directive, 58–59
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single-use passwords, 110–111
slashes, trailing in URLs, 257–258
software, browser, logging name, 62
sources

building Apache from, 13
downloading, 11–12

split-logfile, 57
SSIs (Server-Side Includes), 180–181

IBM/Lotus, converting to Apache, 263
parsing CGI output for, 190–191
ScriptAlias output, 191

SSL (Secure Socket Layers)
CAs, trusted, generating, 160–161
certificates

authentication and, 163
self-signed, 155–159
wild card, 166

installation, 153–155
on Windows, 155

mod_ssl, 37–38
portion of site available via, 161–163
redirecting to, 100
virtual hosts, 164–165

starting Apache, 16–17
at boot, 22

stopping Apache, 16–17
strong authentication, requiring, 116–117
stylesheets, applying, 240
subdirectories, relaxing security in, 120–122
Subversion

downloading sources, 11
read-only access, 149–150
write access, 149–150

symbolic links, optimizing, 222–223
symlinking, highlighted PHP source without,

94–95

T
third-party modules, 28
thread creation, 228–229
trailing slashes in URLs, 257–258
troubleshooting

address already in use, 278
debugging

configuration, 272
premature end of script headers, 272–

273
error messages, build-time, 275
.htaccess files, 277–278

methodology
error log, 271–272
problem characterization, 272

Not Found errors, 277
SSIs, 276–277
Windows

hostname determination, 273–274
System Error 1067, 275
WS2_32.DLL, 274
WSADuplicateSocket errors, 274–275

U
uninstalling Apache, 17–18
Unix

mod_dav, 28–30
mod_perl, 33–34
mod_php, 35

unreferred requests
denying access to, 97
redirecting to explanation page, 98

upgrades, config.nice and, 21
uploads, size, limiting, 113–114
URLs (Uniform Resource Locators)

aliasing, one directive, 89
case-insensitive, 93
credentials embedded in, 130
elements, rewriting between path and query

string, 103
forbidden, permanent redirects, 150–151
mapping to directories, 83–85

same CGI directory, 89–90
new, creating for existing content, 85
proxy access, restricting, 132–134
redirecting invalid, 199–200
replacing text in requested, 96
segments, turning into query arguments,

104
trailing slashes, 257–258
users having own URLs, 86–89

usernames, authenticated, accessing, 126

V
virtual hosts, 69–70

address-based
default, 73–74
mixing with name-based, 74–75
setup, 73

defining in database, 81
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logfiles, splitting, 79
logging for, 78–79
mass

mod_rewrite, 77–78
mod_vhost_alias and, 75–77

mod_vhost_alias, 75–77
name-based

default, 72
mixing with address-based, 74–75
setup, 70–72

port-based, 79–80
proxies and, 212
SSL, 164–165

W
weak authentication, requiring, 116–117
WebDAV, 28–30

enabling, writable files and, 131–132
security, 130–131

wild card certificates, 166
Windows

CGI programs, launching, 171
installation on, 4–10
mod_dav, 31–33
mod_php, 36–37
SSL installation, 155

worms, mod_security and, 148
wrappers, 134–135
write access, Subversion repository and, 149–

150
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